IIpaBoBasi M puHAHCOBAsi TPAMOTHOCTb I'PAaKIaH U MPoOMaraHjaa
«KOMIIBIOTEPHOM THTHEHbD> CPeAH (PU3MUYECKNX U IOPUINYECKUX JTHIL

B coBpeMeHHOM MUpe IPOTUBOEHCTBHE KHOEPIIPECTYIMHOCTH SBJISIETCS OJTHOMN
u3 Hanbojee akKTyaJbHBIX M CIIOXKHBIX KPUMHUHOJIOTMYECKUX MpobsieM. Bricokas
JIATEHTHOCTb, pocT qucia KHOEpIPEeCTyIMHUKOB, COBEPILICHCTBOBAHUE
MHGOPMAIIMOHHBIX TEXHOJIOTUH, CO3aI0II1E HOBbIE BO3MOKHOCTH COBEPILICHUS 3THX
MPECTYIUIEHUH, HEOOXOIUMOCTh MHBIX MOAXO0B MPOTUBOJCUCTBUS MPECTYIICHUSIM,
COBEpIIIAEMbIM B BHPTYaJbHOM IPOCTPAHCTBE, CO3JAIOT Yrpo3bl IS TII00ATBHBIX
UH(OPMAIIMOHHBIX CeTel U 00IIeCTBA B IICJIOM.

KubepnpectyrieHuss — 3T0 IPeCTYIUICHHUS, COBEPIIIaeMbIe C UCTIOIb30BAaHUEM
COBPEMEHHBIX  MH(GOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX ~ TEXHOJOTHM, T.e. C
WCIIOIb30BaHUEM KOMIIBIOTEPHOM TeXHHUKU W/wiu WHTepHeTa B MH(POPMAIIMOHHOM
(BUpTyaJIbHOM) IPOCTPAHCTBE, B KOTOPOM HAXOJATCS CBEJICHMSI O JIULAX, IPEAMETaX,
dakTax, COOBITHSX, SIBJICHUSAX, HAXOJAIIMECS B JBIKCHUM IO JIOKAJbHBIM U
rJ100aJIbHBIM KOMIIBIOTEPHBIM CETSM, JIUOO CBEJICHMUS, XPAHSIIUECS B TAMATH JIFOOOTO
¢u3nueckoro WIM  BHUPTYaIbHOTO  YCTPOMCTBA, WJIM JAPYroro HOCHUTE,
MpeHA3HAYEHHOT O JUIsl UX XpaHeHUs, 00padOTKHU U Mepeayn.

[Ipectynnenuss B JgaHHOM cdepe B  HACTOsIIEe BpeMs  JOCTUTIHU
OecrpeleIEHTHOr0 pa3Maxa, 4YeMy 4Ype3BblYaliHO MOCIOCOOCTBOBAIO MOBCEMECTHOE
MOJKIII0YeHNE K MHTepHeTy ¢ MOMOIIbI0 HOYTOYKOB, CMapT(HOHOB U IJIAHIIETOB, U
0 TPaBy CUUTAETCS OJHOM U3 CaMbIX MPUOBUIBHBIX CTaT€ KPUMUHAIBHOIO OM3HEcCa
B LIEJIOM.

[Toxanmyi, TrJaBHOM MNPUYMHOM POCTA KOMIBIOTEPHOW MPECTYITHOCTH
CTAHOBATCS €€ KPUMHUHOTCHHbIE (DaKTOpPHI, BO3HUKIINE B XOJE€ COBEPUICHCTBOBAHUS
cetu MHurepuer. C mnomomipto cetu «MHTEepHET» KHOEPNPECTYITHUKUA MOTYT
COBEpIIATh NPECTYIUICHUE AHOHMMHO, CKPBIBaTh CBOK HCTHHHYK JMYHOCTb. Ee
TPAHCTPAHUYHBIN XApAKTEp HE OrPAHMYMBAET NPECTYIMHHUKOB TEPPUTOPHUATBLHBIM
IIPOCTPAHCTBOM U IO3BOJISIET YXOAUTh OT YTOJIOBHOW OTBETCTBEHHOCTH.

Haubonee 4acTo KHOEpIpecTyIICHUS SIBJISIFOTCSI (dbuHAHCOBO-
OPUEHTUPOBAHHBIMH U OCYIIECTBIISIOTCS TTOCPEACTBOM CIICAYIOIINE THIIOB aTaK:
- (QuUIUHT - TOXy4YeHHWE JOCTynma K KOH(HIECHIIMAIBHBIM  JaHHBIM

MOJIb30BATENS (JIOTMHAM U TApOJISIM), C TOMOIIBI0 BUPYCOB, MIMUOHCKUX MPOTPaMM,
IIPOrpamMM-BbIMOTATENEN U IPYTOM COLMAIBHONM MHKEHEPUU — Yalle BCETO C LEIJIbIO
KpPaXKy JIMYHBIX JJAHHBIX WJIH (PUHAHCOBBIX CPEJICTB.

B momo0HBIX cxemax u3M00JEHHBIM CPEACTBOM 3JI0YMBINIJICHHUKOB SIBIISIETCSI
anekTpoHHass mnouta. CyTh MeTOIa 3aKIYaeTcs B MPUHYKACHUUA MOJy4aTels
MMchbMa K TMEPEeXOoAy IO CChUIKE OT HMMEHHU JITUTUMHOW opranusainuu (OaHKa,
HAJIOrOBOM CIIYKObI, MOMYJSIPHOTO HHTEPHET Mara3uHa W T. 1.). B mogoOHBIX
CIIyJasiX LIEJIbI0, 3a4acTyI0, BJIAETCS OBJaJeHe OaHKOBCKUMHU JJaHHBIMU.

- KHOEpPBBHIMOTATENHCTBO
Kak npaBuio, BHayase y MONb30BaTENsl WM KOMIIAHWH, TOCIE 3arpy3ku
BPEIOHOCHOTO Koja ImudpyroTcs (ainel, a 3aTeM MOCTyNaeT MPeIOKEHUE O



BOCCTAaHOBJICHUM B OOMEH Ha JICHEXKHOE BO3HarpaxjaeHue (0ObIYHO B BUJE
OWTKOMHOB WJIM JIPYrOM KPUIITOBAIIOTHI). TaK KakKk TOCYJapCTBEHHBIC JEHEKHBIC
3HaKH MOKHO OTCJIEIUTh, & KPUIITOBAIIOTY OTCIEAUTH CI0XKHO.

- uHAHCOBOE MOIIEHHUYECTBO

BoNbIIMHCTBO M30MIPEHHBIX CXEM (PMHAHCOBOT'O MOIIIEHHHYECTBA CBS3aHO CO
B3JIOMOM KOMIIBIOTEPHBIX CHCTEM OMNEPATOPOB PO3HUYHOM TOPrOBIM C LENBIO
MOJTY4CHUSI OAHKOBCKUX JIAHHBIX O TIOKYIATENsAX (TaK Ha3bIBAEMBIC IICJICBHIC aTaKH)
WIK TOCIEAYIOIMMA MaHUMYJISIUSAMUA TONTydyeHHOW wuHpopMmanuei. Hekoropsie
TUIBl MOIICHHUYECTBA, CBS3aHHOTO C (UHAHCAMM, YPE3BBIYAHHO CIIOXKHO
OOHAPYKHUTb.

KubepnpecTynnHUKHM UCTIONIB3YIOT LEIbIA apCeHal y3KOCTeIMaIbHbIX 3HAHUU U
HABBIKOB B IIENIAX TMOJYyYCHHS HECAHKIIMOHHPOBAHHOTO JIOCTYyNMa K OaHKOBCKUM
cuyeTaM, COBEpIICHUS Kpa)xX JMYHOCTH, BBIMOTaTelIbCTBA (DUHAHCOBBIX CPEJCTB,
MOILIEHHUYECTBA, MPECIEI0BaHNS U 3aIyTUBAHUS WIM HCIIOIb30BAHUS 3aPaKEHHOIO
KOMIIBIOTEpAa B PAa3BETBJICHHOW CETU C IEJIbI0 COBEPUICHUS aTaK Ha KPYIHbIE
OpraHu3aluu.

[IpotuBoneiicTBHE ¢ KHOEPIPECTYIUICHUSIMH BXOAUT B  OOS3aHHOCTH
IPaBOOXPAHUTEIbHBIX OPTaHOB.

PanoBeie MOJB30BATENM TaKKE€ MOIYT CYIIECTBEHHO MOCIOCOOCTBOBATH
NPECEUCHUI0 pOCTa  KUOEPIPECTYMHOCTH, 3a0JIOKUPOBAB  OCHOBHOW  METOJI
pacnpocTpaHeHus: KUOepIpecTyIUIEHUI: BPEIOHOCHOE MPOrpaMMHOE 00eCIieYeHHE.

N36aBUBIIMCH, OT BUPYCOB, IIMUOHCKOTO MPOTPAMMHOTO OOECTICUCHHS |
IpPOrpaMM-BbIMOTaTENIed C MOMOIIBIO COBPEMEHHOTO U 3(P(EKTUBHOTO aHTHUBUPYCA
Bl HE TONBKO 3alIUTUTE CBOM KOMIIBIOTEP OT BPEIOHOCHOW MPOrpaMMbl, HO
IpEeceYeTe MOMBITKH 3JIOYMBIIUIEHHUKOB IMOJYy4YaTh BBIFOAY, B TOM uwuciie Bamwm
(MHAHCOBBIE CPEACTBA MPOTUBO3AKOHHO — YTO SIBJSIETCSA UX OCHOBHON MOTHBAIIUEH.

CoBeTbl 110 TPEAYNPEKICHUIO KUOSPIPECTYIIIICHUMN:

- HCTOJNb3YHTE JIMIIEH3MOHHOE MPOrpaMMHOE OOecleueHre JUisl 3alluThl OT
3apa)K€HUs KOMIIbIOTEPA MJIM MOOWJIBHOIO YCTPOMCTBA MPHU YCTAHOBKE PA3IMYHBIX
Iporpamm;

- YCTaHOBUTE AaHTUBUPYCHYIO TMpPOrpaMMy HE TOJbKO Ha TEPCOHAIBbHBIN
KOMITBIOTEP, HO ¥ Ha CMapT(HOH, TUIAHIIIET U APYTYIO TEXHUKY;

- He 3arpyskaite (paisibl 13 HEMPOBEPEHHBIX UCTOYHUKOB;

- HE TMEepexXOJUTe IO CChUIKaM, COJEpKalluMCid B CIaAMe€ U JpYrux
MOJIO3PUTENBHBIX AEKTPOHHBIX MUCbMAaX OTIPABUTEINEH, KOTOPBIX Bbl HE 3HAETE;

- HEe cooOLIaiiTe HUKOMY CBOM MapOJIM U JUYHbIE JaHHbIE;

- BO3JIEPKUTECH OT MOKYIOK Ha MAJIOU3BECTHBIX U MOJO3PUTEIbHBIX HHTEPHET-
caiiTax M y JUU, OCYIIECTBISIIONIMX MPOAAXKY TOBAPOB WJIM YCIYT B COLIMAIbHBIX
CeTsIX, 0COOEHHO MpPU HEOOXOIUMOCTH BHECEHHS MMOJTHOW MPEeAoIUiaThl 3a TOBAp WU
YCIIYTH;

- HCIOJNB3YUTE CIIOKHBIE MApOJU, COCTOAUME U3 KOMOMHauuid nudp u OykB
WJIU UHBIX CUMBOJIOB;

- BO3JIEPIKUTECHh OT Maposieil — JaT poKIEHUs, UMEH, GaMUIui, TO eCTh TeX,
KOTOpPBIE JIETKO BBIYUCIHUTD OO0 MOJ00paTh.



OOecnieueHue 3alUThl OT KHOEPHPECTYIUIEHUH MOXKET 3aHsITh JIOBOJIbHO
IIPOJIOJKUTENBHOE BPEMs M HEKOTOPBIX YCWIMM MO W3YyYEHUIO PA3JIMYHBIX MPABUII
IOBEJIEHUSI B KUOEpPHpPOCTPaHCTBE, HO Bcerga Toro crouT. CoOnrofeHHe TaKUX
npaBuwi1 Oe3onacHoil paboTel B MHTepHeTe, Kak BO3JEp’KaHUE OT 3arpy30K U3
HEU3BECTHBIX MCTOYHHMKOB M TOCELICHHMS CaWTOB C HU3KOM penyTrauue — 3TO
3/IpaBbli CMBICI B paMKax MpeAoTBpalleHus: kudepnpectyruieHuil. BHuMarenbHoe u
OepeXHOE OTHOLIEHHE K CBOMM YUYETHBIM M IE€PCOHANBHBIM JIaHHBIM MOXKET
[IOCIIOCOOCTBOBATH 3AIIMUTE OT 3JI0YMBIIITIEHHUKOB. O1Hako Hanbosee 3¢(HEKTUBHBIM
METOJOM 3allUThl IO-IIPEKHEMY OCTACTCs MCIIOIb30BAHUE COBPEMEHHOIO W
Ka4eCTBEHHOI'0 aHTUBUPYCHOI'O PELICHUS.

27.12.2021

IIpoxypop paiiona

CTapIINK COBETHUK FOCTUIIAH I1.X. AbGakapos



